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Harom technologiai terulet, hogy konnyebb legyen az élet

& ZTNA platform alapokon
& DSPM az adatokat eéro incidensek elkertlésééert

— T T — &J CTEM az egyszerdisitett vuln. management és BAS
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Zscaler vizid

Traditional Network and Firewall Architecture

Internet
SaaS
Cloud Services
N Sl B
; DC/ Colo 4 B2B Partners _é\
S5 ==

Remote
workforce —

Campus, Branch, Factory
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A trusted private network connects everything

Secure the network with perimeter firewalls

Worked well in the old world, but is now a liability
Expensive, Security Risk, Poor Experience
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Internet I I
nterne DC /Colo

SaasS

Zscaler Vision: Reimagined a New Architecture for Networking

Zero Trust Exchange

B2B Partners

Workforce Campus, Branch, Factory
An exchange / a switchboard to connect user, devices, and workloads using business policies
over any network
Lower TCO, Superior Security, Great Experience
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Raboljunk bankot!

e Break-in
Least secure branch

They compromise you

Users or Vulnerable Apps
Al generated phishing campaigns

CLICO

(\—J\ 0 Find all bank branches

& o Getaway with the cash
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They find your attack surface

Internet

5 & @ Public IPs (Firewalls, VPNs)
- - Al to identify your attack surface

Internet They steal data
Y Send to Internet, trusted destination

ool
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Tuzfal a felhbben?

Internet / SaaS

& 0

®

Firewall as a VM in the cloud
Local breakouts

Increases your attack surface
Firewalls/VPNs can be discovered and attacked (MGM)

VPN as a VM in the cloud
No DC backhaul

Difficult to prevent data loss
DMZ (DC/Colo) Not a proxy architecture

VN E VPN

& Hard to prevent compromise

Not a proxy architecture

Increases risk of lateral movement

A single infected machine can infect the entire company (Maersk)
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Az, hogy feltoljuk a t(izfalat és/vagy a VPN-t a felhGbe, még nem less Zero Trust
Security Networking Management
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Hogyan kellene mUkodnie, ha tenyleg Zero Trust?

Managed by others Managed by you

Center

Adaptive Access
per Session

Zscaler Al Fabric

Risk Factors: User, Device
Destination & Content

Third-party Intel

Context is the New Perimeter
Identity can be stolen
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SaaS/Internet Private Apps

What action to take?
Allow, Block, Isolate, Caution, Deceive, Privileged

What'’s the risk? (Compute Risk)
Continuous Analysis

Where are you going? (App Policy)
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Internet replaces private networks
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Workforce Workloads loT/OT

Everything is invisible from the Internet (no public IPs)
You can’t attack what you can’t see

Enforce policy on a per session basis
Adapt as context changes

Proxy architecture for proper content inspection
Cyber and data protection

Connections are made to apps, not networks
Prevents lateral movement

Everyone is untrusted
No implicit trust, not trusted network
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Platform alapu megkozelités

. Managed by others .

Secure Internet & SaaS Access (ZIA)

Managed by you

Public Cloud Data Center

Secure Private App Access (ZPA)
I I I I

Digital Experience (ZDX)

Zscaler Platform

Zscaler Al
Common Services

Fabric

Global Edge
160+ Datacenters
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Zero Trust Exchange
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Remote, Office Cloud, DC, Factory Ship, Windmill, Camera Customers, Suppliers

Secure the Workforce Secure the Cloud Secure loT/OT Secure B2B

= User to App Segmentation = Workload Segmentation = Discovery and Control = App Portal Access
= Secure BYOD = Secure SaaS Data = Privileged Access = Site-to-site Communications
= No VDI, No VPN = Secure Cloud Data

= Device Segmentation
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Summa a summarum

Cyber Threat Protection Data Protection

Prevent compromise & lateral movement Prevent data loss, inline and API
= AppCloaking™ (Minimize attack surface) = Secure Data-in-Motion

= Inline Threat Protection (Prevent compromise) = Secure Saa$, Cloud, Endpoint Data

= Segmentation (Prevent lateral movement) = Secure BYOD, Replace VDI

= Secure all communications from threats = Secure use of Gen Al

Zscaler Al

Zero Trust Exchange Fabric

Zscaler Platform

Integrated, Al-Powered and Extensible

Risk Management
Actionable insights to reduce overall risk

Zero Trust Networking
Connect to apps, not networks

= Secure Branch, Factory Communications (like a Café) = Risk Scoring (Risk360™)

= Secure Cloud Communications = Unified Vulnerability Management
= Secure loT / OT Communications = Attack Surface Management

= Ensure End-to-end Performance = Breach Prediction

What Zscaler Platform Eliminates

Outbound DMZ Inbound’DMZ Private,Networks EndpointdAgents
Secure Web Gateway, Firewall / IPS VPN, VDI, DDOS, ead Balancers SD-WAN, MPLSfExpress Route, etc. NAC, VPN, DLPAMonitoring



Z-SIM Benefits

No External Attack
Surface & Network

Cellular termination and
steering. Granular SIM

segmentation of cellular
estate

0

Control, Visibility & API
Orchestration

| Q

(@) Zscaler
E S0 Cell Edge
@ MNon

Dewces

Zscaler SIM
Private APN

Multi-MNO provides
excellent coverage and
no tie-in

cLico 4

Reduced cost &

complexity with no VPN
or circuits required

SASE for Cellular
Centralised policy &
visibility

Secure Remote Access
(Agent or Agentless)

‘ 3rd Party
0 22 @

Direct-to-cloud routing.
No network
backhauling. Remove
cellular traffic from the
network

Zero Trust
Exchange

Security Networking Management






Data Security Posture Management by Forcepoint

Data is Everywhere You only know the data you know

The Data
You Know

Sp
3 Party
Hardware

Collaboration

Sensitive
Data

Overshared
Avenues of Exfiltration in Hybrid Cloud Environments Data

{ Duplicate Data

S B w4
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THE DATA YOU KNOW ABOUT

- Data res j A {7 - Dark data
Merger & acquisition data » ‘ of— Business plan data

discoered

Test data, Log data
Duplicates
Temporary working files
ROT Data




Kockazatcsokkentés

Access Risk »>] . Retention Risk

Cross-boarder Risk

th Sharing Risk

Duplication Risk Anomaly Risk
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5 |épes az adatok védelmeert
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Sophisticated Data Classification in Your Account - by Zscaler -

Customer Account

EEEE
o=

.....................

N Scan & classify

CVE Scanner

.......................

Zero Trust
Exchange

Sync Config &
Scan rules

DLP engines & Al/ML classifiers

) Data Security
predefined & custom Portal

/) ' data
DSPM DLP &

Customer data never
leaves their environment

Single DLP engine
unifying all policies

Leverages Al/ML
classifiers for predefined
and custom data policies

© 2024 Zscaler, Inc. All rights reserved.



Powerful classification: All Data Types, Locations, and Channels

Secvure data at-rest

laasS

Email Data Private

Saas Web

Structured data Fadlell Unstructured data

Secure datg in-motion

O ey O 38 (B

Secure data in-use

All channels:

2024 Zscaler, Inc. All rights
reserved



Unified and automated data security platform.

Data Discovery Data Security Posture Data-Centric Data Access Data Loss

& Classification Management UEBA Governance Prevention

\\.\ VARONIS UNIFIED DATA SECURITY PLATFORM

powered by ATHENA Al

Managed Services

A N W N N\ N\ U\ N0 U0\ N\ \N N\ NN REAL-TIME CONNECTIVITY S N\ N N N U\ N N N N N N W N \N
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VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL



CTEM+BAS
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Organizations can practically eliminate
all attack paths to crltlcal assets b

of exposures that lie on choke points.

2023 State of Exposure Management Report, XM Cyber
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Folyamatos fenyegetes-ertekeles

Enables Continuous Threat Exposure Management

+ Align scenarios to threat landscape

1 + Understand critical assets &
« Align security risks with IT Scoping environments
remediation options
» Remediation guidance 5
« IT ticket integration Mobilization « Discover CVEs, misconfigurations,
 Track remediation progress 2 cloud, identity risks, etc.

CTE M Discovery « Across hybrid cloud environment
» Compile attack graph

« Discover exploitability 4

« Understand compensating controls Validation 3 * Prioritize threats ‘in the wild’
« Identity choke points and critical + Holistic understanding of attack surface

attack paths » Map attack paths to critical assets

Prioritization

HJ SaaS Delivery & Managed Service
CLICO

Enable business to
operate securely with a
scalable process

Answer “Where are we
most vulnerable and
what’s being done?”

Foster Security & IT
team alignment and
efficiencies

Free up resources
wasting time on the
wrong fixes

® W e
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XM Cyber Attack Path Modeling Engine

A platform engineered for efficiency

Correlate all
Initial Foothold = —> ExposuresIntoan —>
Attack Graph
— Identities
E— Vulnerabilities
Users &
Workstations .
Any internet
Phishing facing
endpoint
Misconfigurations
Malicious Domain
Files
3rd Party
Supplier
— Compliance
and Security
—

Active Directory

Identify Compensating
Security Controls Gaps

47

Controls
Total Alerts

Coverage

/_h\
AN
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« =

Tools
Total Score

23 © XM Cyber 2023
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Across all
Environments
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Google Cloud
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24/7/365 Continuous Exposure Reduction

Report

Prioritized

Business Risks

Security Score

83

473

Critical Assets

At Risk

User name

Device name

Corporate.XM/administrtor

@ Oliver

Corporate.XM/administrtor

¢ Alex

Corporate.XM/administrtor

& Steve

Riskiest Users

Remediations

Eradicate risk at
top choke points

Keep the Business
Secure

@ XM Cyber



Continuous Exposure Management Platform

Across On-prem, Cloud, SaaS, and Hybrid

Attack Path Analysis
Attack graph view from any
breach point to critical assets

Exposure Insights Prioritized Remediation
What's at risk, security controls Active Directory Laser-focused
gaps trends, compliance & & Credential risk removal
board reporting Exposures
Cloud Vulnerability
Security Management
Attack Surface Attack Path Security
Risk Reduction Modeling Engine Controls Monitoring

24 © XM Cyber 2023 @ XM Cyber



Vulnerability
Management

Rethink Vulnerability Management

Focus remediation efforts on CVEs on critical attack paths and choke points

'edentials .figurations 'e Directory-nsating Controls

Discovered CVEs Thousands of CVEs in environments

e RBVM - remove non exploited

Vulnerability Management In the Wild CVEs in the wild + AI predictions

Is it exploitable in your environment?

Exploitable CVEs

Attack Paths CVEs Is it on an attack path to critical assets?

a4 Is it used on multiple attack paths
Choke Point CVEs creating a choke point?
XM Cyber Advantage
Choke Point
Exposures
N—

{ ) XM Cyber

25 (© XM Cyber 2023



K6szonom a figyelmet!
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