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OT - Operational Technology

ICS - Industrial Control System = IACS - Industrial Automation and Control System

Advanced analytics and data storage

e MES — Manufacturing Execution System
e APC - Advanced Process Control

e Data Historian

Visualization, supervision and control

e SCADA - Supervisory Control and Data Acquisition
e DCS - Distributive Control System

e HMI - Human Machine Interface ~.

\

-
=
i

1
Control devices v
e PLC - Programmable Logic Controller
e PAC - Programmable Automation Controller
e RTU - Remote Terminal Unit

Industrial machinery and equipment
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Adatbazisok
Exploits

ICS - Industrial Control System = IACS - Industrial Automation and Control System

Advanced analytics and data storage
e MES — Manufacturing Execution System Webes
e APC - Advanced Process Control feliiletek

e Data Historian SQL-', XSS

Visualization, supervision and control
e SCADA - Supervisory Control and Data Acquisition SSH / egyéb
e DCS - Distributive Control System el
e HMI - Human Machine Interface ~ o,

. hozzaférések

el Nincs beépitett biztonsag
e PLC - Programmable Logic Controller

e PAC - Programmable Automation Controller

e RTU - Remote Terminal Unit

Windows és
Linux alapu
rendszerek

Industrial machinery and equipment



analytics and
ge (MES, APC,
orian, etc.)

OT Maintenance )

Cameras, IP
phones, many
more LAN 3
\__ .
v

devices (PLC, I T
C, RTU, etc.)
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Szegmentaltsag forgalom kontroll — aka ,tUzfalazas”

Advanced analytics and

Industrial/ %

Historian, etc.)

Visualization,
supervision and
control (SCADA, DCS

data storage (MES, APC,

. Enterprise DMZ
Q

HMI, etc.)

FW, VPN & IPS
Anti-Malware (Sandbox)
Incident Detection, etc.

Cameras, IP

_J |

phones, many
\_ more
cucat | 3O

Control devices (PLC,
PAC, RTU, etc.)

YEARS
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. 10Gbps+ performance
. Virtual Patching(IPS) / Anvti-virus
. OT protocol inspection

. Rugged design and Commercial
. Up to 24 pairs hardware bypass
. OOB support

850Mbps+ performance
Virtual Patching(IPS)
OT protocol inspection
Rugged design

1 pairs hardware bypass
OOB support

. 1.8Gbps+ performance

. Virtual Patching(IPS) / Anti-virus
. OT protocol inspection

. Rugged design and Commercial
. 8 pairs hardware bypass

. OOB support

e

10Gbps+ performance

Virtual Patching(IPS) / Anvti-virus
OT protocol inspection

Rugged design and Commercial
Up to 48 pairs hardware bypass
OOB support

SO

. 200Mbps+ performance .
. Virtual Patching(IPS) .
. OT protocol inspection .
. Rugged design .

. 1 pairs Hardware bypass .

| .

150Mbps+ performance °

. Available management all
Edge product in one console

. Network visibility

. Centralized policy

management

SIEM and XDR integration

. Security posture and report

. Multi-hypervisor support
(Vmware /KVM/Hyper-V)

i

i

8
.

200Mbps+ performance
Virtual Patching(IPS)
OT protocol inspection
Rugged design

NAT and

Remote access
protection(VPN)

OOB support

T = bOne

[ ]

e : . Virtual Patching(IPS)
R e —— - e , k o . 1 pairs Hardware bypass
cii r D ot et UL ML SO m: [ LR T S T o R UL R s 1) ‘-m T wowow G ;‘__
- B L ¢ S | I | SO S LRI S, ST B T ot O L ) U L N B ) =i N
& e =
= {E.
New model
dgelPE
New model New model
L P = t..,.g:"l.= y ! [Yovrerpyrarry _
M N R e 'EB?'”'THT'TI' asss Risia g aio Jusas KilacssTasis |
. 20Gbps+ performance « 20Gbps+

Virtual Patching(IPS)
4 pairs 10G copper with Hardware bypass

* 8-Pairs 10G Fiber Bypass (Gen3)



Advanced analytics and
= data storage (MES, APC,
Historian, etc.)

Visualization,
_\ supervision and
control (SCADA, DCS,

— HMI, etc.)

Cameras, IPﬁ

phones, many

e

Control devices (PLC,
PAC, RTU, etc.)
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2. A beszallitoid hozzaférnek
tavolrol a rendszereidhez?

® e
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Uzemeltet6k, rendszertamogatok felligyelete — kiemelt
felhasznalok kezelese

oooooooooooooooooooooooooooooooooooooooooooooooo

) Advanced analytics and : ﬁ
: data storage (MES, APC,

. Industrial/ ey Historian, etc.) >
. Enterprise DMZ . J
. Visualization, :

D supervision and /
control (SCADA, DCS, ..
— T HMI, etc.) Privileged

Access
Security

ooooooooooooooooooooooooooooooooooooooo

OT Maintenance >

—

Cameras, IPﬁ

phones, many

\__ more J T
S \_/J

lj e, mro coey CYBERARK
& w4

YEARS




Lathatosag — fizikal eszkozok

Advanced analytics and . fﬂ w w

data storage (MES, APC,
Historian, etc.)

Internet

Visualization, S~
supervision and .
control (SCADA, DCS, .
HMI, etc.)

...... :. \\J WAN j OT Maintenance >
::) N \\\/\\\"//
Cameras, IPﬁ w
phones, many
\_ more LAN p ©
N~ NG J Teljeskorl eszkozleltar
~— IT Network Access Control

OT Network Access Control

Control deviceS(PLC, Integralhaté enforcement eszkozokkel
AL, G2 (tdzfalak, végpontvédelmi rendszerek, SIEM, stb)
Passziv monitoring - aktiv védelem

@M@ ‘ 3 S
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Lathatésag — software eszkozok

Advanced analytics and
data storage (MES, APC,
Industrial/ Historian, etc.)

: Enterprise DMZ
. Visualization,
supervision and
=\ control (SCADA, DCS,

— HMI, etc.)

—

Intern
\ ternet >

Teljes vizsgalat és
erulékenység validalas

.................... oyl OT Maintenance )

biztonsagos

Cameras, IPﬂ ellenorzés IS
phones, many >
\___ more LAN
\/ 7 e # ’ ry ’
x\/J Sériilékenység felderités és
menedzsment

Control devices (PLC,
PAC, RTU, etc.)

® e

Security Networking Management
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Adatbazisok eés kezelbfeluletek védelme

oooooooooooooooooooooooooooooooooooooooooooooooo

Advanced analytics ¢ ﬂ
data storage (MES, A Web & A I 3
Industrial/ Historian, etc.) Database J

. Enterprise DMZ .
. Visualization, Security
supervision and
i .\ control (SCADA, DCS,

HMI, etc.)

il

\ Internet J
)

ooooooooooooooooooooooooooooooooooooooooooooo

OT Maintenance >

\\\\_4//\//)
Cameras, IPﬁ

phones, many

\___ more

) ~—  IMPERVA

Control devices (PLC,
PAC, RTU, etc.)
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