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Mi az a hibrid
felho?

.A hibrid felho olyan szamitastechnikai
kdrnyezet, amely ugy kombinal egy helyi
adatkdzpontot (mas néven privatfelhot) és
egy nyilvanos felhot, hogy az adatok és az
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ketto kozott.”




Milyen
szabalyozasi
problemakat
old(hat) meg a
hibrid felhos
modell?

Egyes hatosagi felligyelet alatt allo
iparagakban bizonyos tipusu adatokat
kotelezd helyileg tarolni, a kevésbé bizalmas
adatok pedig tarolhatok a felhoben. Az
ilyen hibridfelho-architekturaban a

szervezetek kihasznalhatjak a nyilvanos felho

rugalmassagat a kevésbe & -
szabalyozott szamitasi feladatokhoz,
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és meg is felelhetnek az iparagi

kovetelményeknek.



Milyen
biztonsagi
problemakat
old(hat) meg a
hibrid felhos
modell?

Egyes szervezetek szamara a helyi
adatkozpontnal optimalisabb megoldas
a hibrid felhds biztonsag, mert olyan
funkcidkat nyudjt, mint az automatizalt
adatredundancia, magas rendelkezésre
allas, illetve vészhelyreallitasi Q-)
és mas kiberbiztonsagi funkciok. %
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Azure Stack
HCI

. Pénzigyi szolgaltatok
. Kbzigazgatas

- Gyartas

- Kiskereskedelem

. Egeszségligy




Azure Stack HCI

Mi ez €s mire hasznaljuk?

= Microsoft Azure



Azure Stack HCI

Modern felhé infrastruktura, nativ felho szolgaltatasok Gizembe helyezéese barhol

Nativ felhd barhol

Az Osszes szamitasi
feladat
biztonsadgossa
tétele és futtatdsa a
felhotol a
peremhaldzatig

Ismerds felligyelet
és Uzemeltetés

Uzembe helyezés
rugalmas
lehetoségekkel a
megfeleld
ar/teljesitmény ponton
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Mikor érdemes Azure Stack HCI-t hasznalni?

Elosztott szamitas barhol, alacsony keésleltetéssel es kozponti felhofelligyelettel

Peremhaldzatok és
fiokirodak

Nagy telejesitményl és
alacsony késleltetés(
SQL adatbazisok

Azure Kubernetes
szolgaltatasok helyszini
integracioja

Helyi VDI megoldasok
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Azure Arc and Azure Stack HCI

AI’ChItektu I'a m Microsoft Azure

T Cloud-Native _ _ @
@} Applications GO ‘@ @ @ python -
Virtual Machines
Applications E EXChange
) Azure Arc-enabled data R
H:) SharePoint Containers . services @

Azure
Arc

Windows/Linux VMs n Hybrid deployment for AKS

Azure Stack HCI OS E

Hardware




Beépitett biztonsag minden rétegben

Securely
operate your Microsoft Defender

workloads Servers, SQL, Domain controllers, VDI, Containers, Kubernetes

Simplified Confidential Compute Privileged Access Network Security
operational
hardening TVM?, QVM* JIT, JEA, PIM, PAM, CG

SDN, Datacenter Firewall
Secure DNS

Trustworthy Selppifiel e System Security & Zero trust

addition to your Data Protection
— environment SMB, BitLocker, Hardened defaults, Trusted Boot, Certificates, Cryptography,

Self-encrypting drives Code Signing and Integrity, Device Attestation, Zero trust

Silicon
assisted
L security TPM 2.0,Microsoft Pluton Security processor* Firmware, DMA, Memory, Secured Kemel

Hardware Root-of-Trust Secured-core

Enable regulated
ul-. customers Security Assurance Certification Secure Supply Chain

* - roadmap




Baseline
Security

Azure security baseline konfiguracio

= Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > cluster-f0eed5e0d4624d36bf2b9c7f0207aa% > ens-hci-0021 | Machine Configuration

@BzureWindowsBaseline (ens-hci-0021/AzureWi

Guest Assignment

P Search

5] overview

M Activity log
Automation

s Tasks (preview)
Support + troubleshooting

2 New Support Request

aseline) = =«

C_) Refresh E Delete

' Compliant VM name Configuration version
256 ens-hci-0021 .

2? Not compliant Last updated Report id

2yars 29 5/23/2023, 6:04 PM 78276fb0-2e00-4cb1-82d0-75fcbcdce
Filter by name...
Name Compliance state
Allow Diagnostic Data © Non-compliant
Disallow WinRM from storing RunAs credentials © Non-compliant
Microsoft network server: Digitally sign communications (if client agrees) © Non-compliant

Network Security: Allow PKU2U authentication requests to this computer to use online identities €@ Non-compliant

Deny log on as a service © Non-compliant
Enforce password history © Non-compliant
Increase scheduling priority © Non-compliant
Minimum password length © Non-compliant
Store passwords using reversible encryption © Non-compliant
Increase a process working set © Non-compliant
Caching of logon credentials must be limited © Non-compliant

Windows Server must be configured to use FIPS-compliant algorithms for encryption, hashing, a... €@ Non-compliant

Block all consumer Microsoft account user authentication © Non-compliant
Reset account lockout counter after © Non-compliant
Account lockout threshold © Non-compliant
Accounts: Block Microsoft accounts © Non-compliant
Accounts: Rename administrator account © Non-compliant
Limits print driver installation to Administrators © Non-compliant

e ____________________________________________________________________




Remote Office
Branch Office

Tower form factor-for no
rack environments

Hardver megfeleloség

Edge computing
scenarios
Super small footprint for

edge scenarios-can be
ruggedized

Datacenter
modernization

Industry rack mounted
servers in various height-
for datacenter
modernization

Workload
flexibility

Composable architecture
and blade server for
ultimate in provisioning
and workloads flexibility
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PRIMERGY TX1330 M4
4 cores

Cost per server

$40 /month

Kiszamithato koltsegek

Nehany példa...

Lenovo

ThinkAgile MX1021
8 cores

Cost per server

$80 /month

DEALEMC

Integrated System AX-640
16 cores

Cost per server

$160 /month

No minimum or maximum

| wm— |

Hewlett Packard
Enterprise

ProLiant DL 380 Gen 10
24 cores

Cost per server

$240 /month
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(starts from 1 core for 1 day)




Nem tamogatott workloadok futtatasa
biztonsagosan

Extended Security Updates free in Azure or
Azure Stack HCI for Windows Server and SQL Server

July 9, 2022

@ SQL Server 2008, 2008 R2

Extended Security Updates end

Get one more year of
ESUs free in Azure or
Azure Stack HCI

July 12, 2022
SQL Server 2012 End of Support

Buy Extended Security
Updates to get 3 more
years on-premises
(free in Azure or Azure

Stack HCI)

January 10, 2023

Windows Server 2008 and
2008 R2 Extended Security
Updates end

Get one more year of
ESUs free in Azure or

Azure Stack HCI

October 10, 2023

@® \Windows Server 2012 and

2012 R2 End of Support

Buy Extended Security
Updates to get 3 more
years on-premises
(free in Azure or Azure

Stack HCI)




Azure Stack HCI — Osszefoglalas

VM, Containers, & Azure Cloud Services On-Premises

- Nativ Azure Integracié Maximize performance

- Akar 2-4 node “switchless” megoldas is

1M IOPS / SERVER

Random 4k storage I/O per second from virtual machines

- Integralt Full Stack frissitesek

- Piacvezeto HCI teljesitmény

- Nativ DR megoldas Stretch Clustering-el

- ESUs frissitések ingyenesen ,
“the fastest we've seen in a

3t bi g 4 id-market 4-node HCI cluster”
- Integralt biztonsagi megoldasok o mid-market 4-node HCI cluster

- StorageReview.com

ativ alkamazasok a foldon

*publicly demonstrated over 13.7 million IOPs from a 12-node cluster.
No other HCI vendor has demonstrated half this performance.

o Microsoft
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HRP . Beszerzés
ajanlat
partnerek
részére

« Telepités

* Support




- Koszonéom a Lo

figyelmet!

Kiraly Istvan

ikiraly@hrp.hu
Weboldalak:
https://csphungary.hu /
https://azure.hrp.hu/
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