
Egyszerű, hatékony titkosítás... 

Mítosz vagy valóság?

HIRSCH Gábor, Thales
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Policies on risk analysis 
and information system 

security
Incident handling

Business continuity and 
crisis management

Supply chain security

Security in network and 
information systems 

acquisition, 
development, and 

maintenance

Policies and 
procedures to assess 

effectiveness of 
cybersecurity risk-

management 
measures

Basic cyberhygiene 
practices and 

cybersecurity training

Policies and 
procedures regarding 

the use of 
cryptography and 

encryption

HR security, access 
control policies, and 
asset management

Multifactor 
authentication (MFA), 

continuous 
authentication, and 

secure 
communications

• Announced: 27th of December, 2022.

• Deadline of adoption: 17th of October, 2024

• NIS2 expands the scope and coverage from the first NIS directive:

• New “essential sectors” covered such as energy, transport, banking, health, digital infrastructure, public administration and space sectors

• The new rules will also protect so-called “important sectors” such as postal services, waste management, chemicals, food, manufacturing of medical 
devices, electronics, machinery, motor vehicles and digital providers. All medium-sized and large companies in selected sectors would fall under the 
legislation

• In addition, it applies to all organizations in the designated sectors with 50 or more employees, increasing reach into the midmarket. Vendors and MSSPs 
with solutions for these organizations should be ready for this opportunity.

• Chapter 4, Article 21 of the directive sets out 10 cybersecurity risk management areas as the minimum set of recommended 
measures for all organizations. Identity security controls play a significant part, from access control policies and advanced
authentication to security of the supply chain. The requirements cover incident response, supply chain security, encryption 
and vulnerability disclosure, among other provisions (Paragraph 51 and 98 specifically mention encryption).

NIS2 Directive will drive focus on identity and digital trust
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Compliance for

Thales helps organizations comply 

with NIS 2 by addressing 

requirements under article 21 for 

cybersecurity risk-management 

measures.

Network and 

Information 

Security Directive 

(NIS 2) 

Requirements NIS 2 Articles Thales Supporting Capabilities

Cryptography and 

policies

Risk Analysis

Supply chain security

Access control and 

multi-factor 
authentication 

21.2.h

21.2.a

21.2.d

21.2.i.j

Article 21: Cybersecurity risk-management measures

SafeNet Trusted 
Access

Transparent 
Encryption

Data Discovery and 
Classification

Identity and Access 
Management

Hardware Security 
Modules (HSMs)

Tokenization Transparent
Encryption

High Speed 
Encryptors (HSE)

Enterprise Key 
Management

Cloud Key 
Management

Transparent 
Encryption
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Thales Solution

How Thales Solutions Enable NIS 2 Compliance

NIS 2 Article

CipherTrust Data 
Discovery and 
Classification

Identifies structured and unstructured sensitive data on-premises and in the cloud. Built-in templates enable rapid 
identification of regulated data, highlight security risks, and help uncover compliance gaps. 

21.2, a: “…policies on risk analysis 

and information system security;”

21. 2, d: supply chain security, … 

concerning the relationships 

between each entity and its;

direct suppliers or service 

providers

21. 2, h: “…policies and 

procedures regarding the 

use of cryptography and, 

where appropriate, 

encryption”

CipherTrust 
Transparent 
Encryption

Reduces third party risks by maintaining on-premises under the full control of the financial institution the keys that 
protect sensitive data hosted by third party cloud providers.

Provides complete separation of roles where only authorized users and processes can view encrypted data. This keeps 
third party cloud provider employees, such as support engineers and DB admins from seeing the data in the clear.

CipherTrust Cloud 
Key Management

Luna HSMs

CipherTrust 
Tokenization

High Speed 
Encryptor (HSE)

Protect cryptographic keys and provide a FIPS 140-2 Level 3 hardened, tamper-resistant environment for secure 
cryptographic processing, key generation and protection, encryption, and more. 

Provides network-independent, data-in-motion encryption ensuring data, video, voice, and metadata is secure as 
it moves from site-to-site, or from on-premises to the cloud and back. 

Delivers data-at-rest encryption for files and folders and privileged user access control with granular policies. 
Protects data wherever it resides, on-premises, across clouds, and in big data and container environments. 

Permits the pseudonymization of sensitive information in databases while maintaining the ability to analyze 
aggregate data, without exposing sensitive data during the analysis or in reports.

CipherTrust 
Transparent 
Encryption

CipherTrust 
Enterprise Key 
Management

Streamlines and strengthens key management in cloud and on-premises environments for home-grown 
encryption, as well as third-party applications. 



6
THALES GROUP LIMITED DISTRIBUTION - SCOPE 

Thales Solution

How Thales Solutions Enable NIS 2 Compliance

NIS 2 Article

CipherTrust 
Transparent 
Encryption

Provides complete separation of roles where only authorized users and processes can view encrypted data 
through granular access security policies and key management.

OneWelcome 
Identity & Access 
Management

Limits the access of internal and external users based on their roles and context with granular access and 
authorization policies that help ensure that the right user is granted access to the right resource at the right time.

21. 2, i: “…access control policies 

and asset management;

21. 2, j: the use of multi-factor 

authentication or continuous 

authentication solutions…” SafeNet 
Trusted Access

Enables Multi-factor Authentication with the broadest range of hardware and software methods and form factors, 
allowing customers to address numerous use cases, assurance levels, and threat vectors with unified policies. 
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Hazai szabályozás

2023. évi XXIII. Törvény (Kibertan tv)

a kiberbiztonsági tanúsításról és a kiberbiztonsági felügyeletről

MK rendelete (tervezet)

a biztonsági osztályba sorolás követelményeiről, valamint az egyes biztonsági osztályok esetében
alkalmazandó konkrét védelmi intézkedésekről

JÖN...

Új Ibtv. 2024 március????

Pénzintézeti Vhr???
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Védelmi intézkedések katalógusa 2. fejezet

Ezen kívül még számtalan helyen....

Hozzáférésvédelem
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Mobile IdentityIdentity Broker
Consent & Preference 

Management

Externalized 

Authorization

Delegation 

Management

User Journey 

Orchestration

Identity & Access Core

Identity
App Store

IAM
Foundation

Integrations with 3rd

party apps and 
services:

ID verification, Digital 
Wallets and certified 
attribute providers

EU eID’s

APIs for export and 
synchronization to 
identity stores, 
martech & BI

Fraud detection & 
prevention

Digital Signing

Identity Apps for B2C, B2B & Gig Worker Use Cases
Business identity apps on top of a solid OneWelcome core or augmenting 3rd party IAM
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MFA

Védelmi intézkedések katalógusa 8. fejezet
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Different authentication paths

Administrator

Home Worker

Supervisor

Third Party Supplier

External IT

Office Worker
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Továbbított adatok titkosítása

Védelmi intézkedések katalógusa 17. fejezet

Védelmi intézkedések katalógusa 2. fejezet
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Thales High Speed Encryption (HSE)

Trusted Security Maximum Performance Optimal Flexibility

Globally certified and quantum safe
Improved bandwidth and latency 

efficiency over IPsec

Vendor agnostic / bump in the wire

Drops seamlessly into

Layer 2, 3, and 4 infrastructure
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Tárolt adatok titkosítása

Védelmi intézkedések katalógusa 17. fejezet
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Kulcsmenedzsment

Védelmi intézkedések katalógusa 16. fejezet
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Belifs of encryption and key management

Costly

Complex

Time-consuming

Complicated deployment and usage

Key recovery

...



17
THALES GROUP LIMITED DISTRIBUTION - SCOPE 

CipherTrust Data Security Platform

CipherTrust Connectors

CipherTrust Manager

Key Management and Policies

Discovery Encryption and Tokenization Key 
Management 

Discovery 

and Classi f ication 

Ransomware 

Protection, 

Encryption and 

Access Control

Appl ication

Data Protection

Database

Protection
Tokenization Enterpri se Multi  Cloud               

KMIP

Secrets 

Management

Secrets 
Management 
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m
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Discover and classify your sensitive data

14.61

Find any type of 

sensitive data, 

anywhere

Risk analysis and reporting

Proactive protection

Detailed 
Reports

#1

#

2

#3

#1 barrier to a successful encryption 

strategy is the abil ity to discover where 

sensitive data resides in the organization

CipherTrust Data Discovery and Classification
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Data protection at the file system layer

Secure sensitive data wherever it resides to meet compliance 
requirements with minimal disruption, effort and cost

Advanced data protection solution integrations

Live Data 

Transformation

Encrypt data and define 

privi leged user access 

controls w ithout changes 

to infrastructure, 

appl ications or workflow

Zero-downtime deployment 

and

seamless key rotation

Transparent 

Encryption

…and more
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Transparent,         

file-level encryption
▌ For all databases 

and file types

Privileged user 

access controls

▌ Allows root users to 

do their job, without 

abusing data

Data access 

audit logging

▌ Accelerate threat 

detection and 

ease forensics

Centralized 

encryption key and 

data access policy 

management

▌ Streamline 

operations, 

reduce risk,           

satisfy compliance

CipherTrust Transparent Encryption Agent

Allow/Block Encrypt/Decrypt/report

Approved Users Cloud AdminPrivileged Users

*$^!@#)(
-|”_}?$%-

:>>

John 
Smith 

401 Main 
Street   

*$^!@#)(
-|”_}?$%-

:>>

Encrypted & 
Controlled

Clear
Text

Encrypted & 
Controlled

CipherTrust Transparent Encryption (CTE)
Transparently protects file system, volume data-at-rest
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Data storage vendors, big data

KMIP Clients

PKCS#11, Java, 
.Net, C# and C

TDE Key 
Management Client

Database (TDE) Key Management

Home-grown apps, web servers Cloud Key Management

Extensive partner integrations with leading enterprise 
storage, server, database, cloud and SaaS vendors

Cloud native, 
BYOK, HYOK

Centralize key management across your enterprise

C i p h e r T r u s t
M a n a g e r
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providing a broad range capabilities to protect what matters most

Web App. Firewall

DDoS Protection

Advanced Bot 
Protection

API Security

Encryption

Tokenization

Key & 
Secrets 
Management

Hardware 
Security 
Modules

Data Access 
Monitoring

Data Discovery 
& Classification

Data 
Governance

Customer 
Identity & Access 
Management

Workforce Identity 
& Access 
Management

Broad Range of 
Authenticators

IdentitiesDataApplications

Threat
Detection
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Thales © 2019 All rights reserved.

“Hope is not a strategy”



www.thalesgroup.com

Questions?



Thales © 2020 All rights reserved

Köszönöm a 
figyelmet!

HIRSCH Gábor
+36305263024
gabor.hirsch@thalesgroup.com
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