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NIS2 és az ipari digitalis

kornyezetek



Industrial machinery and equipment
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Ki az, aki mar most tudja, hogy a NIS2
vonatkozni fog ra?



Biztos?

Fotevékenység Teljes tevékenységi kor

Kiemelten kockazatos agazatok 432 528
Kockazatos agazatok 1247 339
) 1679 867
Osszesen
2546
Mikrovallala
Kisvallalat
Kézépvallalat 502 és 10M (<)

Tébb, mint 50 & vagy 10M (<)
Nagyvallalat 2502 és 50M (¢)
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Erintett szektorok (és ezek esetleges beszallitoi)

Energia Posta, futarszolgalatok

Kozlekedés Hulladékgazdalkodas

Egészségligy Elektronikai gyartas

Xk

Kiemelten
kockazatos
agazatok

A

Kockazatos
agazatok

Gvogvszerivar Elelmiszer el6allitas és
yogy P forgalmazas

Digitalis infrastruktarak Digitalis szolgaltatasok

Kihelyezett szolgaltatok Vegyipar

Vilagar Kutatohelyek
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OT - Operational Technology

ICS - Industrial Control System = IACS - Industrial Automation and Control System

Advanced analytics and data storage

e MES — Manufacturing Execution System
e APC - Advanced Process Control

e Data Historian

-
=

Visualization, supervision and control

e SCADA - Supervisory Control and Data Acquisition
e DCS - Distributive Control System

e HMI - Human Machine Interface ~

\

1
Control devices v
e PLC - Programmable Logic Controller
e PAC - Programmable Automation Controller
e RTU - Remote Terminal Unit

Industrial machinery and equipment
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Adatbazisok
Exploits

ICS - Industrial Control System = IACS - Industrial Automation and Control System

Advanced analytics and data storage
e MES — Manufacturing Execution System Webes
e APC - Advanced Process Control felliletek

e Data Historian SQL-l, XSS

Visualization, supervision and control
e SCADA - Supervisory Control and Data Acquisition SSH / egyéb
e DCS - Distributive Control System

tavoli
e HMI - Human Machine Interface ~

A hozzaférések

Misuse

eyl Nincs beépitett biztonsag
e PLC - Programmable Logic Controller
e PAC - Programmable Automation Controller

e RTU - Remote Terminal Unit Windows es

Linux alapu

Industrial machinery and equipment rendszerek Malware



MANUFACTURING Internet DMZ
ORDER ‘—\ Level 5
ACTUAL DATA
B FROM MES
> Z Domain Business  Enterprise
gg ““““““““““ pasiadn Controller SQrvm Servers Desktops
Enterprise
Zone
PRODUCTION Level 4
ORDER DATABASE
44 " AVWSUS/ Historian Remote Access/
5 '5 % i Patch Server Jump Server
ugoz Plant DMZ
Level 3.5 ?‘
Application Database /O Server Historian Domain . Engineering
PLC AND SCADA Control Center/ Server Server Controller . Workstation
% EVENTS: Processing LAN
g DOWNTIME Level 3
o REJECT
8 OVERATORS »
g. 4 CELL AREA ZONE SCADA, DCS OR HYBRID SYSTEM #1 REMOTE SCADA, DCS OR HYBRID SYSTEM #2
Q
z
2 Local HMI LAN
Q
% MACHINES Level 2
3
s

Controller LAN

Level 1

Vi £ \ s v
Physical Process: ot | () — oty WA
Field I/O Devices
Level 0 Process SIS Process SIS
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analytics and
ge (MES, APC,
orian, etc.)

LAN Internet
N
\\_/
3 OT Maintenance )
W, \__
N
Cameras, IP
phones, many 2 TN
more R LAN 3
- .
N

devices (PLC, I T
C, RTU, etc.)
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Mit hallunk mindig az OT rendszer Gzemeltetoktol?

e 1# Ohh, nalunk nincs semmi SCADA...
de ha van, az is régi...

Biztonsagosak vagyunk!

« 2# Az ipari rendszereink nem csatlakoznak
az irodaiakhoz, nincs internet hozzaférésuk.

Biztonsagban vagyunk!
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Advanced analytics and
= data storage (MES, APC,
Historian, etc.)

Visualization,
‘ supervision and

||
ﬁ control (SCADA, DCS,

_ HMI, etc.)
Cameras, IPﬁ

phones, many

K/ more J LAN J

S~ — N

1. Hogy menedzseled az OT
rendszeredet, és milyen
eszkozoket hasznalsz

Control devices (PLC, h A ?
m PAC, RTU, etc.) Ozza .
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Advanced analytics and
= data storage (MES, APC,
Historian, etc.)

Visualization,
supervision and
=\ control (SCADA, DCS,

HMI, etc.)

Cameras, IPﬁ

phones, many

e

Control devices (PLC,
PAC, RTU, etc.)

cucoy | JO

. »

LAN

(
!
'

2. A beszallitoid hozzaférnek
tavolrol a rendszereidhez?
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Lathatosag — fizikal eszkozok

Advanced analytics and . fﬂ w w

data storage (MES, APC, m
Historian, etc.) LAN S Internet >
_/
Visualization, S~ N

supervision and
control (SCADA, DCS, .
HMI, etc.)
...... N - . \\J WAN ) OT Maintenance >
::> N \\\/\\\"//
Cameras, IPﬁ w
phones, many > °
\_ more LAN
~ NG J Teljeskor( eszkozleltar
~— IT Network Access Control

OT Network Access Control

Control deviceP(PLC, Integralhat6 enforcement eszk6zokkel
PAC, RTU, etc.) (tlzfalak, végpontvédelmi rendszerek, SIEM, stb)
Passziv monitoring - aktiv védelem
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Lathatésag — software eszkozok

Advanced analytics and
data storage (MES, APC,
Industrial/ Historian, etc.)

: Enterprise DMZ
. Visualization,
supervision and
= | control (SCADA, DCS,

_ HMI, etc.)

—

S Internet >

Teljes vizsgalat és
orulékenység validalas

.................... .‘ ) ...-...\\.-.-.-\-AIAN j OTmaintenance>
Csa\k/\/ &\/
biztonsagos

Cameras, IPﬁ ellenorzes IS
phones, many >
. more LAN
\/ s oo » Ve ry 7 ’
x\/J Sérulékenység felderités és
menedzsment

Control devices (PLC,
PAC, RTU, etc.)
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Szegmentaltsag forgalom kontroll — aka ,tUzfalazas”

. Advanced analytics and .

. data storage (MES, APC, S

. Industrial/ = Historian, etc.) 1 \_
. Enterprise DMZ :
. Visualization, 5
: e : _
. =\ control (SCADA, DCS .

— HMI, etc.)

—

Internet )

. * FW, VPN & IPS
RN <~ * Anti-Malware (Sandbox)
* Incident Detection, etc.

~ //,paloalto

LAN ) NETWORKS

8 - ﬁaloalto
Control devices (PLC, 243 PA-220R
. PAC, RTU, etc.) ¢ ol Jik 4 4 || e o
i | 2 4 A o == = —_ g TEMP ‘
| R
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more
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Adatbazisok es kezelbfeluletek védelme

oooooooooooooooooooooooooooooooooooooooooooooooo

Advanced analytics ¢ ﬁ
data storage (MES, A Web & A 3
Industrial/ Historian, etc.) Database J

. Enterprise DMZ .
. Visualization, Security
supervision and
=\ control (SCADA, DCS,

HMI, etc.)

il

\ Internet J
)

ooooooooooooooooooooooooooooooooooooooooooooo

OT Maintenance >

\\\\_4//\//)
Cameras, IPﬁ

phones, many

\__ more

) ~—  IMPERVA

Control devices (PLC,
PAC, RTU, etc.)
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Uzemeltet6k, rendszertamogatok felligyelete — kiemelt

oooooooooooooooooooooooooooooooooooooooooooooooo

data storage (MES, APC, /\/—\ ﬁ>

Advanced analytics and : ﬁ
Industrial/ by Historian, etc.) 3 \ Internet
. Enterprise DMZ : J
. Visualization, :
: supervision and /
. & | control (SCADA, DCS, .
X A= HMI, etc.) Privileged
° Access
: Security OT Maintenance )
| u J
\\\__,//
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Cameras, IPﬁ

phones, many

\\\_/_'nore \J/)

lj e o ceey CYBERARK
4 & kA

YEARS

@



Ellen6rzés - audit tamogatas

Py SecureChange
. : SecureTrack Dashboard ‘ Risk ‘ Change | Cleanup | Violations l Policy Browser E}E] Q @ ﬁ @
OrchestrationSuite Home Compare  Analyze Audit Report ~ Network —Settings 2-0-Q
VIOLATIONS + [ SECURITY RULES - HQ - CALIFORNIA/SAN FRANCISCO DG | VIOLATING RULES (20) © Calculated on Thursday, 25 July 2019 03:02 | 2.
— T— " . - Additional . .
# Name Rule Type From To Source Source User Destination Application Identity Service URL Category Action P———— Rule L Ci
Access to universal Any Any RnD-bckp Any Tor gmail application- Any o Allow @ Toronto San Fran - Pre
Tor-3422 default ut Rule
4 @ default
[ DG-022 log
. Palo Alto Networks - Palo-Usage Collector < prev top
Violations:
Severity Creation Date Violations Security R
HE Critical Sunday, 30 July 2017 12:27 Tradffic: Traffic: Policy Package: Standard
Source in zone PCl Data : RnD-bckp > RnD-bckp_192.168.1.200 (192.168.1.200); RnD-bckp > RnD-  Policy con|
bckp_192.168.1.201 (192.168.1.201 PCI Data . . N . o
S ( ) o Note: Rules displayed in the 'Rules that are not tracked' section may have hits in rule usage report.
Destination in zone PCl Web : Tor > Tor_172.16.40.10 (172.16.40.10); Tor > Tor_172.16.40.5 Services a . i i . i i X
(172.16.405) It can happen when the log / track configuration is changed for this rule during the report's time period or, for Check
. - Rule propel Policy, when the complementary logging feature is used.
Service: application-default .
Sodree: Most-used rules
Rule properties: Destinatid Least-used rules
Service: Contains more than 5 services Service: Unused rules
Comment: No comment Rules: Mu Rules that are not tracked
Lasthitiiohic Used rules containing unused objects
B Critical Sunday, 30 July 2017 12:27 Traffic: Traffic: Unused objects in rules
Source in zone PCl Data : RnD-bckp > RnD-bckp_192.168.1.200 (192.168.1.200); RnD-bckp > RnD-  Policy con|
bckp_192.168.1.201 (192.168.1.201) rapatay  Most-used rules - 1 of 10 (top 50%)
Destination in zone PCl Web : Tor > Tor_172.16.40.10 (172.16.40.10); Tor > Tor_172.16.40.5 Services bj
172.16.40.5 2049; tcp 3 . & 5 X . .
. . i o P HITS FIRST | LAST b Rule | Source Destination Source Source = Destination | Application i
Service: application-default telnet (tcp HIT = HIT Type  Zone Zone Address User Address Identity
Showing 1 out of 20 Sun Thu 10.100.200.160
264,529 1 Aot 10 Mar 172.200.10.10 264,
4 (66%) 5015 o001 ule_2 universal any any 264, Any 529 (100%) Any ANY
Changed 00:00 03:00 529 (100%) 192.168.1.88
: : 0 (0%)
Least-used rules - 1 of 10 (bottom 50%)
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. Available management all
S Edge product in one console

. Network visibility

c Centralized policy

. 1.8Gbps+ performance
. Virtual Patching(IPS) / Anti-virus

SOUERSES

«  OT protocol inspection *  10Gbps+ performance management
. 10Gbps+ performance * Rugged design and Commercial ° Vel PelEng{l ) A - . SIEM and XDR integration
«  Virtual Patching(IPS) / Anvti-virus * 8 pairs hardware bypass - Ol iTEpEE . Security posture and report
; ; . OOB support . Rugged design and Commercial . Y .
«  OT protocol inspection PP ; Multi-hypervisor support
P nsp . . Up to 48 pairs hardware bypass
. Rugged design and Commercial . OOB support (Vmware /KVM/Hyper-V)

. Up to 24 pairs hardware bypass
. OOB support

. 200Mbps+ performance

i

850Mbps+ performance S *  200Mbps+ performance «  Virtual Patching(IPS)
Virtual Patching(IPS) y ¢ 7Ll * Virtual Patching(IPS) - OT protocol inspection
OT protocol inspection | 2 g OT protocol inspection . Rugged design
Rugged design *  Rugged design «  NATand
1 pairs hardware bypass * 1 pairs Hardware bypass . Remote access
OOB support . e protection(VPN)
e «  150Mbps+ performance *  OOB support
e «  Virtual Patching(IPS)

& s : . a L o . 1 pairs Hardware bypass
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New model s
New model New model
T —— taye S e - bre
'4555 0.0 Q.0 0 F_PT__ 'LE}-_— ;'IT:][:_T_Z]' NN O Oms TOmOgme
«  20Gbps+ performance . 20Gbps+
. Virtual Patching(IPS) ;

. 4 pairs 10G copper with Hardware bypass * 8-Pairs 10G Fiber Bypass (Gen3)
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