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More than 1,000 IT decisionmakers from around the globe

8%

Industry
8% representation

Technology
B Financial services
B Manufacturing and resources

Distribution and services,
including retail, wholesale,
transportation, and media

W Government/public sector

17*

Cloud service provider
Telecommunications
Education

Other

W Healthcare

Energy/utilities

7%
10% Respondent
role
13%

IT leader
Network
Data science
Operations
Other
Security

7% ‘ 17%

Business leader
Business or tech app owner
Cloud or enterprise architect

W Site reliability engineer (SRE),
developer, DevOps, or DevOps
manager



Driven by accelerated digital transformation, the explosive growth of applications presents incredible

opportunities and challenges

OPPORTUNITIES / - \ CHALLENGES

Improve Customer Experience (CD (C% |J Security

Transform the Business @

Differentiate @

? 0
¢, Modernization

[

@ o—

YA

Complexity

Q IT as Enabler of Innovation
N ALEF
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Software vulnerabilities

y FREQUENTLY OCCURRING
SOFTWARE VULNERABILITIES > WEAKNESSES IN APPLICATION
@ IN APPLICATION STACKS (CVES) @ = CODE (OWASP Top 10)

>
x
L
2 o15% of vulnerabilities can be
(%] o . .
= weaponized with public
g 10% exploit code
-
=
g |
w5
-
LJ

0% S I __-ll__llIlllI IIIIIII.II-IIII- Hae A R S

-1 i CVE 6 1

VEr months Published months year
Source: Kenna / Cyentia
Exploit publication date relative to CVE publication date
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Digital experiences are comprised of legacy and modern apps, with multiple app sources spanning on-
prem to edge

Shop your store

Data Center

Legacy & Modern Apps

. . .
. . .
. . .
. . .
. .
. .

. .
. .

@ Edge

%3{5 Modern Apps

Recommended fu

—— CDN
—|J—'|— %%f Modern & Legacy Apps

Q Public Cloud

%%f Modern & Legacy Apps

\ NALEF @&
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Modern App Architectures Continue Their Growth

2020

2021

2022

2023

We asked:

Of all your applications deployed today,
roughly what percentage fit into the
following categories? Please enter
numbers for a sum of 100%.

We learned:

Modern app architectures are
approaching half of the average
portfolio.

B Traditional
W Modern



Multi-Cloud Environments Will Endure

We asked:

Of [your] applications deployed
today, roughly what percentage are
utilizing the following deployment
models? Please enter numbers for a
sum of 100%.

15% We learned:
Percentage of A diversity of app locations
enterprise app is the norm.

portfolio deployed

On-premises data center
On-premises cloud

SaaS

Public cloud

Colocation center
Edge

16*




Behind these digital experiences, there is a complex, heterogenous, rigid system vulnerable to massive
security breaches

@ Fragmented @%@ Inconsistent @ Difficult to scale &Cﬁ Trapped data @\ Vulnerable to attack
APPLICATION DELIVERY & SECURITY SERVICES

App/web Ingress API Load Web app Secure Denial Anti-fraud
server controller gateway balancer firewall access of service & anti-bot

Nk 0 ?S Coneumer
It

Legacy

(?% il il il

Modern 4){# (H,?

N
4
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Apps Are Widely Distributed

We asked:

What is the amount of the different
environments that your organization is 15%
deploying applications in?

We learned:

Organizations have realized that
there’s simply no one environment
that’s best for them all.

Deployment
environments

13%

One Four
o Two o Five
B Three B Six



All Applications Moving to the Cloud?

Not very long ago, it was commonly assumed that in the "end state", all apps would be in the public cloud

2013

T

A—

N\

Traditional Public cloud
data centers

This Is not what happened
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85%

IT Will Remain
Hybrid Indefinitely

Of organizations

operate multiple

app architectures
and locations




This I1s where we thought we would be...

Traditional
data centers

Colocation

-0

Private cloud

Public
cloud

a Traditional monolithic app
B Modern cloud native app

... and this is where we

have ended up
1o o025 NXALEF @&



A Distributed Cloud Architecture for app security and delivery increases an organization’s ability to keep up

with ever growing security needs, even as they modernize

App

Legacy

Modern

14 ©2022F5

Consistent application

security and delivery capabilities

App/web
server

Ingress
controller

e

Anti-fraud
& anti-bot

2

Load
balancer

app

Secure
access

ANA
XL,
‘72‘7

Denial
of service

[ |
ey
|
@l-
Web app
firewall

Consumer
or End User

Secure, fast, and
reliable
user experiences

NALEF @&



F5’s Architecture for app security and delivery provides a blueprint for enterprises to significantly heighten
and maintain their security posture

F5 Distributed

Cloud — @ HashiCorp

AWS @&———— — Cloud-based services =
Y for modern and legacy . c
onsumer
: apps...anywhere F5 BIG-IP «
nep 2 P> NS Legacy apps, 5 ~——@ Grafana or End User

Modern apps,

. ( on-premises & .
Azure @—— : on-premises & in public clouds X
. in pUb“C clouds Y Shop your store
F5 Visibility B

——@ Dynatrace L.

- ° Q0 app
Legacy GapmX/ e == : ll & Insights
. ~ F5 Policy Declaration NS = ——— @ Rancher
GCP @——— N BEE & Service ;OL,\ N K 2
%} . Management TR . =
: 5 A
’ Fast, reliable,

————@ Splunk and secure

Modern -3 i
Red Hat ® o \ ] _
(KVM) A ﬂ) @ 4 user experiences
VMware o T . ig

(vSphere)

® Red Hat
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BIG-IP & NGINX — deployed close to the App...

DNS FW Acceleration ADC
. Rici o « AClLs « TCP Optimisation * Full Proxy
- B Continuit
. DNS Security / Services © IPS + Caching/Compression ~ + TLS/SSL Offload / Visibility
. DNS Firewall « IP FeedLists « End User Experience - SLB
. GSLB « IP Intelligence « HTTP/2,HTTP/3, QUIC < Application Awareness
* L4 BADoS - Dynamic Signatures « Persistence
* Monitoring
« Deep Packet Modification
«  Protocol Transformation
Consumer ADC Application
() G O SR
UAC WAF

L7 Firewall

Positive & Negative Security
Advanced BOT Detection
Brute Force Protection

Form Encryption & Obfuscation

Credential Stuffing
Client Fingerprinting X ALEF @

L7 BADoS Mitigation
APT Security

PCI Compliance

XML / JSON Firewall

APT Security

ADFS Proxy Replacement
Cloud Federation

SAML, OAuth, OpenID

Remote Access (SSL VPN, App Tunnel,
VDI / Citrix, VMWare, MS RDP /, Portal Access)

Pre-Authentication
Multi-factor/SSO/Federation
End Point Inspection

16 ©2022F5



BIG-IP & NGINX — deployed close to the App

Acceleration

DNS EW
+  Business Continuity * ACLs
IPS

-

DNS Security / Services
DNS Firewall
GSLB )

IP Feed Lists
IP Intelligence

L4 BADoS - Dynamic Signatures

Consumer

®

ADC

Kubernetes

« TCP Opig

AC

Remote Access (ssL VPN, App Tunnel,
VDI / Citrix, VMWare, MS RDP /, Portal Access)

Pre-Authentication
Multi-factor/SSO/Federation
End Point Inspection

17 ©2022F5
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Routing Firewall WAF

S O

« API Security
- ADFS Proxy Replacement
« Cloud Federation

« SAML, OAuth, OpenID

Application Delivery

Service Mesh

B

NGINX Service Mesh

Ingress

o

NGINX Ingress Controller

App, API, and Kubernetes Security

[ s >
0 3
NGINX App Protect NGINX App Protect 0
App Web Application Firewall Denial of Service API o
Traffic Gateway -5
2
@ Configuration and Monitoring 8
~
NGINX Plus /A’ @ <
% 0 =
- NGINX Plus «
NGINX Management Suite NGINX Amplify
Instance Manager
NGINX Unit

Orchestration and Automation

& A
NGINX Management Suite NGINX Management Suite

API Connectivity Manager Application Delivery Manager

Brute Force
Form Encrypftiof
Credential Stuffing
Client Fingerprinting



Simplify Secure Connectivity across Public Cloud and Edge

Traditional
data centers

Azure Colocation

Azure

Distributed
Cloud Services

Google Private cloud

Cloud

19 ©2022F5 x ALEF @



F5 Distributed Cloud — The Platform

( 2\

Protect Apps Pp Connect Apps @Spp Deploy Apps ﬁzpp

3rd_
Managed Kubernetes

party Kubernetes

App Connect Distributed Kubernetes

Network Connect

Private Link

Core % F5 Distributed Cloud interface

Services (Centralised Operations and Visibility) Options

Cloud Link

© PSTTTT \

1 1

' 1

1 ]

© © \ '

.......

’\w Public Internet Private Networks
Edge Networks
Private Cloud Private Data Center

Platforms and Clouds

20 ©2022F5 x ALEF @
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Distributed Cloud — Multi-App Dashboards

Rich observability with 360-degree view of performance and security posture for all apps together

Threat Intelligence

Threat Campaigns

10K + 25%

IP Reputation

1K+ 25%

Security Events ()

WAF

6.1K

T 25%

Was 2K in pravious period

10 | 50 100 items per page

Bot Traffic (>

Traffic that comes from Bots

50% + 25%
Traffic that comes from Malicious Bots
5% 4 25%

8 Bot Defense

1.5K

+ 25%

Was 1K in previous period

API Classification ©
API Endpoints

50 + 25%

Pll Detected

20 ¢+ z5%

API
954

No Change

No changa In previous period

&:00 AM 800 AM

Top Attack Sources ()

DDOS Attack Activity ()

Source IP
Load Balancers

3 428w 1418478157

51178.37.65
51178.38.202
221.110.245123

35193.240.222

Service Policy

6.3K

4 2.5%

Was 10K in previous period

W0

- 151-300

Country Code
= usa
Ll FRr

= ra

Events by Gountry

50- 150

50

a0
; 30
@ 20

5]

o

2:00 AM 2100 AM 400 AM
Load Balancers ~ 10lems
Name Attacks Activity () Bot Traffic (O
intentwaf-trevithick-net ® High 10%
redirect-speedilest-west ® High 20%
redirect-speedtest-be-azure ® High 30%
redirect-speedtest-be-aws ® High 10%
redirect-speedtest-eu-west Medium 20%
redirect-speedtest-west o Low 20%
intentwaf-trevithick-net o Low 30%

Sacurity Events ()

Malicious Users

29 100
36 3
78 67
10 34
56 56
57 3
29 100

10:00 AM 12:00 P
Top Attacked Paths (O
DDOSEvents () WAF Mode () Actions Path Domain
[fooibar{baz.. www.unioet.fr
123 None
Jbarjbazfabel..  wwwunivelfr
135 Blocking . Jzonesfexam..  www.foo.com
Iping/identit wsw.bar.com
78 None Ntestipathia. foo.bzz
Jtestrayzidet.. somathing.co
56 /7 Manage Configuration Jattack/wafflg..  kiu.com
43 Blocking
135 None Active Configuration ©
- Total Load Baiarcers
123 Monitoring
23
0-0001000 ¢ >

Security Configuration
WAF
Bot Defense

AP Discovery

DDoS Detecation

Saurce IP

Sosurity Events

a7k
35K
27K
18K
2K
Security Events -
<50
Security Events
128
DDos
]
2 16
Method Security Events
GET 40K
GET 40K
GET 7K
PUT 3K
GET ®
GET 0.07K
GET 0.03K

Protected Load Balancers

21 ©2022F5

Security

Health © Active Alerts  + 224% (O
5 5
LB
Critical 2
Maderate 2 8 critical 2
Good 3 Majer 2
Unknown a Minor [}
Traffic Overview (O
Total Requests Total Errors
4 2.24% L 2.24%
Was 25K in previous 7 days Was 25K in previous 7 days
50K
L. 40K
4
7 30K
g
&
5 20K
#
1K
a
1200 AM 200AM  400AM  B:00AM  B:00AM  10:00 M 12:00 PM
Load Balancers ~ 1Zitems
Name * Health & Latency & Requests  Errars ()
intentwaf-trevithick-net @ Critical 10ms 45 187
redirect-speediest-west & Critical 30ms 210 56
redirect-speedtest-east Moderate  67ms 80 51
redirect-speedtest-eu-west Moderate  34ms 80 62
redirect-speedtest-be-azure & Good 12ms 1o 96
redirect-speedtest-be-aws & Good 78ms 80 62

Performance N ALEF @

Active Configuration ()

Total Load Balancers

23

Security Canfiguration Protected Load Balancers
WAF G|

Bot Defense 1

API Discavery 2

DDoS Detecation 0

Throughput &

Reguest Response
134 Kbps 1.7 Kbps

Was 25K in previous 7 days Was 25K in previous 7 days

SOkiops
_ d0kbps
i
g 30Kbps
&
‘5 20kbps
a

10kbps

Okbps

12:00 AM 200 AM 200 AM  S00AM  BDOAM  10:00 AM
Q search

Response Throughput (I Request Throughput @ Active Alerts (&
90 Kbps 80 Kbps —_— s
12k Kbps 192 Kbps —— 3
45 Kbps 106 Kbps — A
85 Kbps 10 Kbps — 3]
87 Kbps 30 Kbps — 2
85 Kbps 10 Kbps _—

12:00 PM

@

Actions




a force for platform & security

that shouts ,GO GO GO’

more than ,NO NO NO”.

222222222






Imagine if you could split your ADC in half...

& ®

Consumer Distributed ADC Distributed ADC Application

Publish (Private or Public) Origin / Discovery

25 ©2022F5 XALEF @



and stretch it apart, across our Global Network...

Consumer

&

Distributed ADC

26 ©2022F5

Publish (Private or Public)

Secure Global Network

®on

Distributed ADC

Application

Origin / Discovery

NALEF @&



...Or across your own backbone...

®on

Distributed ADC Application

&

Consumer Distributed ADC

Customer Backbone

Publish (Private or Public) Origin / Discovery

27 ©2022F5 X ALEF @



...we simply connect Locations...

Consumer Application

28 ©2022F5 N ALEF @



...we simply connect Locations...

Application

Consumer




...and you can deploy your ADCs, onto our Infrastructure

@ Regional Edge

@ Customer Edge

Consumer Application

30 ©2022F5 N ALEF @



...iIncluding the DDoS Protection of F5 Distributed Cloud

© v

@ Customer Edge

Consumer

Oak 2

Application

31 ©2022F5 x ALEF @



Regional Edge
Customer Edge

Application

Consumer

..and deploy pods into a distributed Virtual K8s

NALEF @&
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b L

KEY ABILITIES PORTFOLIO DIFFERENTIATION
B I G'I P Advan Ced = Advanced WAF security = GraphQL support
WAF m Layer 7 DoS mitigation = Declarative APlIs for “shift left”

= Credential protection = Self-configured solution

: : available as hardware and VE.
Flagship WAF offering, = DevOps and Security Automation Selivers the highest "
i~ati ' = Delivers the highest possible

il Se‘f Of ap_pllcatl_on SSEUN : = Integrated LTM for monitoring security value and the largest
capabilities including, credential and improved performance number of use cases
protectlo_ns, DevOps and Se.CUth = API security * Includes basic LTM capabilities
Automation, Threat Campaigns, _ .

= Bot defenses = Can be installed on-premises

layer 7 DoS protection and anti-
bot protection. clouds (AWS, Azure, Google)

or as a virtual machine in public

BIG-IP Advanced
WAF




Security with BIG-IP Advanced WAF

N2
@ %QL%
N\ R i o
Common WAF security Layer 7 DoS mitigation Credential protection
T Q
API security DevOps and Security Integrated LTM
Automation

: @:j //Df\_ [ O:)O [

Threat Campaigns Leaked Credential Bot defenses
Protection

34 ©2022F5
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NGINXApp
Protect WAF

Dynamic Security module for
the NGINX platform, designed
for modern enterprise
environments enabling
security integration into
DevOps deployment lifecycle.

ah

KEY ABILITIES
» Light weight stand-alone security
solution for cloud and microservices

* Modern application protection
* Low touch self-managed

* Can be easily scaled out
automatically

* Simple integration into CI/CD tool
chain

NGINX App Protect
WAF

i

PORTFOLIO DIFFERENTIATION

« Self-managed, lightweight, for cloud
and containers

* Native to Kubernetes Ingress
controller

»  Supports per pod / per service
proxy in the Kubernetes clusters

« 10xin performance (RPS, MB)

« Superior security efficacy and
efficiency

* Native to NGINX Ingress Controller

* Manage security as a code



Security with NGINX App Protect WAF

%
@ 202
7,_/\\/ el
Common WAF security Layer 7 DoS mitigation Credential protection

)
DevOps and Security
Automation

API security

<3 9]

Threat Campaigns Bot defenses

37 ©2022F5
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Silverline
Managed WAF

F5’s premier cloud-delivered
managed WAF. Turn-key
customer solution that is fully
managed and supported by
the security experts in the F5
SOC. Threat Intelligence and

security-based iRule support.

h

KEY ABILITIES
= L7 DoS protection

= App security and compliance
= Subscription pricing with SLAs

= Ability to import and export existing
ASM policies

=  Proactive bot defense

M

PORTFOLIO DIFFERENTIATION

Built on BIG-IP Advanced WAF
technology

Cloud-delivered service/Multi-cloud

Managed by F5 SOC augmenting current
IT staff

WAF experts at your service, 24x7

Integrated portal for DDoS protect, WAF,
anti-bot

Gartner emphasis on Silverline as one of
the few WAAP services offering a positive
security model

Silverline
Managed WAF



Security with Silverline Managed WAF

legitimate request
traffic

Desktop

00

[4)
Il

Attacker

39 ©2022F5

traffic

MANAGED WAF PROTECTION
1
e
TRY
DDoS Web App
Protection Firewall
Threat Integrated
Intellig Load Bal

[P

PRIVATE CLOUD

PUBLIC CLOUD

Customer
Management
Portal

Log Streaming

COLOCATION

|

3

CONFIDENTIAL

Attack insights
and intelligence

Virtual Patching

Operational and
cost efficiencies

WAF experts
avallable 24x7



F5 Silverline Web App Firewall: Use Cases

L7 DDoS Protection

Stop bad actors consuming resources and
iImpacting application performance.
Mitigations that adapt to user interactions.

Prevent Application Misuse

Secure your digital transformation by only
allowing your applications to be used as
intend to optimize brand reputation

40 ©2022F5
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Limit Sensitive Data Exposure

Limit the inadvertent exposure of sensitive
information to scanners about the make-up
and functionality of your application
infrastructure

778

Mitigate Business Logic Attacks

Maximize business uptime by removing fraud,
IP theft, and functionality abuse such as
parameter tampering

CONFIDENTIAL

Reduce Data Exfiltration

Prevent criminals extracting data and code
from your web applications via SQL injection
or other OWASP threats

Vulnerability Management

Ensure your application estate is virtually
patched against exploits and vulnerabilities
detect by 3" party DAST tools



</>

F5 Distributed
Cloud WAAP

Take the complexity out of
securing application across

any cloud using a “click-to-
enable”, fast, and scalable
application protection service
built on a cloud-native,
software as a service (SaaS)
platform.

b

KEY ABILITIES

Portal and API driven self-service
Deploy anywhere closer to the app

= F5 Distributed Cloud Edge Global
Network

= All major public clouds

= Extend the solution to customer edge
locations

Easy to deploy and maintain

Signature and behavioral (Al/ML) powered
WAF protection

Advanced Bot Defense with Shape

API security with automated discovery and
policy management

Layer 3-7 DDoS mitigation

n

PORTFOLIO DIFFERENTIATION

Best of breed Web application and API
protection (WAAP) as-a-service offering

SaaS based solutions that is easy to deploy
and maintain

End-to-end observability and policy
management of app networking and security

Purpose built for multi-cloud deployments and
microservices

Increases agility and collaboration across
teams and reduces operation complexity and
costs

Lower TCO through false positive suppression
via Al/ML

Plans for Individual, Teams and Enterprises

F5 Distributed Cloud
WAAP
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F5 Distributed
@1[0]90 MVAV/AVAY >

Take the complexity out of
securing application across

any cloud using a “click-to-
enable”, fast, and scalable
application protection service
built on a cloud-native,
software as a service (SaaS)
platform.

9,

Web Application
Firewall

Core technology from F5 Advanced WAF
Al technology from F5

Al technology from Volterra

Threat Campaigns from F5 Labs

Advanced
Bot Protection

Class-leading bot protection
from Shape

Consistent UX with other Shape
bot offerings

N
=

DDoS
Protection

Layer 3/4 volumetric protection
Layer 7 DDoS protection
Global network

Anycast support

0101011
1011010
110101

API
Protection

Automatically discovers APIs
Automatically allow good APIs
Identifies malicious users
Rich reporting framework



Security with F5 Distributed Cloud

WAAP

®

ii: Select service

Web App & API Protection

default

Namespace

P
88 Overview

Dashboard

App Traffic

7 App &APIs
” Manage

Notifications

Advanced nav options visible

43 ©2022F5

Hide

Web App & API Protection > default > overview

Dashboard

Traffic Overview

® Total Requests: 987 @ Total Attacks: 214 Total Blocked: 87

12pm 2arr 4am
Load Balancers
Name * Mode Health
Frontend-adn BLOCKING  70%

redirect-speedtest-..  ALERT_ONLY 100%

redirect-speedtest-..  BLOCKING  100%

redirect-speedtest-...  ALERT_ONLY 75%

redirect-speedtest-...  BLOCKING  100%

rodirart-cnooadtoct- RINCKING 1NN%

Security Events

34

2

25

Requests

2/s

18/s

29/s

/s

1le

Errors

187

56

51

96

62

k¥

12pm

Latency

45 ms

210 ms

80 ms

110 ms

80 ms

AR me

() Support

Last 24 hours

2PM, Sep 4

@ Total Requests

2pm

Downstream

90 Kbps

12 Kbps

45 Kbps

87 Kbps

65 Kbps

7R Khne

4prm

6prr

Upstream

80 Kbps

192 Kbps

106 Kbps

30 Kbps

10 Kbps

AS Khne

CONFIDENTIAL

93

8pm

Total Alerts

- Refresh |

9

SaaS

WAAP Protection

Bot Defense

Actic

Risk and address
compliance

45
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F5 WAF Solutions

Self-Managed
(User Deployed)

® N

BIG-IP NGINX App
Advanced WAF Protect
WAF

(Traditional Apps) ( Modern Apps )

Self-Managed

(Software-as-a-service)

F5 Distributed
Cloud WAAP

F5 Distributed Cloud
Bot Defense

Integrates core of Adv WAF
into Volterra delivering it in a
SaaS consumption model

Fully Managed w SOC

(on-demand analyst response)

Silverline
Shape
Defense + WAF



&

F5 Application
Protection

Secures against the broadest array
of threats

BIG-IP . NGINX App Protect

Advanced WAF @ @ ® WAF
E ooo
0oo

. F5 WAF .
F5 Distributed Cloud ®._ 0 Silverline
WAAP e Pt Managed WAF
SELF AS-A- MANAGED

MANAGED SERVICE SERVICE
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